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PykxoBoncTBo oneparopa CLI CK3U
1. Haznauenmne

JIaHHBI JOKYMEHT OMMCHIBACT (YHKIIMOHAJIbHBIE BO3MOXKHOCTH MJIs
cywecrtBytomeid ponn «Omneparopa CLI» B mporpammuoMm mnpoaykre «Illmro3
BelVPNy. IloMuMo 3TOrO, HM)KE OMUCAHBl PEKOMEHJALMU IO JKCIUTyaTallud U
BaXXHBIC 3aMEUaHMsl C TOUYKM 3pEHUsl O€30IacHOCTH, KACaIOLIUECS COOTBETCTBHUSA
IPOAYKTa CTaHAapTaM U HOpMaTUBHO-IIPaBOBbIM akTaMm PecnyOnuku benapycs.

2. Onucanue poJu

Pone Oneparopa CLI HeoOxoauma aJ1s1 BeinoaHeHUs oomux cepucoB CK3U,
B TOM 4YHuCle KpunTtorpadguyueckue: TeHepalus KII4Yel, yCTaHOBJICHHE
3aIUIIEHHOTO COCIMHEHUS, MOCPEICTBOM HHTEPIpETaropa KOMaHA B KOHCOJHU
(mamee — cisco-like console).

Omneparop CLI orpanudeH UCMOIH30BAHUEM KOMaH/I, Pa3pelICHHBIX BHYTPH
cisco-like console. Oneparop CLI uMmeeT MakCMMalbHBIN YPOBEHb MPUBUIICTHI B
pamkax cisco-like console, mMoxkeT HacTpauBarh y3en MUGPOBAHUS, JOKATHHBIC
HOJUTUKY 0€30MaCHOCTH U UMEET JOCTYIM KO BCEM KOMaHJaM B 000s10uke cisco-like
console. Komannpr npusenens! B [Ipunoxennn A.

B CK3U Taxxke BblmeneHa ponab Anmunuctparop CK3U. Ponu
Anmunuctparopa CK3UM m Omneparopa CLI npemyaraercst BO3JOXKHATh Ha OIHO
dbuznyeckoe JuIo (Ha OJHOTO IOPUIUUYECKOTO MPEACTABUTEIS).

3. AyreHTU(UKAIMS
Omneparop CLI MoXeT aBTOpPH30BaThCS TOJBKO JIOKAJIbHO, KaK depes
oTBevaroluii 3a 3To cepBuc (systemd-logind), Tak depes cisco-like console uz-non

ceanca Oneparopa CK3U. Oneparop CK3U BBoauT komaH1y sudo c¢s_console:
login: enable

password: Cisc 04321

Yepes cepruc systemd-logind:
JlormH: cscons
Iaposs: Cisc 01234

[Tocne mepBoro jioruHa HEOOXOAUMO TOMEHSTH CTaHAAPTHBIM maponb. Ha
NapoJib BBEJEHBI CIEAYIONINE OTPAHUYCHUS:

— MUHUMaJbHas JyIMHA cocTaBigeT 10 cMMBOJIOB;

— WCIOIL30BaTh MUHUMYM 1 1iudpy, 1 cTpounyto OykBy, 1 mponucHyo OyKBY,
| criericumBOI.

4. DyHKkuun

Oyukuun goctynusie Oneparopy CLI, a Takke oOumii mopsiiok padboTsl ¢
CK3U, u310:XeHO HIXKE:
1. HacTpoiika uHTep(HelcOB CUCTEMBI;

2. HacTpoOiKa IJIaBUJ MapIIPyTU3ALINH;
3. co3aHue NOIUTUKU O0€30IIaCHOCTH.
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Ipunoxenue A
HacTrpoiika ipsec coequHeHUs
Jl71 HACTPOMKM COEAMHEHUS 1psec HEOOXOANMMO MEPEHTH B PEKUM KOHPUTYpALUU
000pyIoBaHUsT KOMaH/IOM:

conf t

PCKOMCHI[YCM ITPpH IICPBOM 3aIlyCKEC CMCHHUTC I1apOJib I10 YMOJIYAHHNIO:

username cscons password HAPOJIb

CMeHHTe Ha3BaHME IILTI03A:

hostname MM&_MWKBA

I[anee SaﬂaﬁTe THUII I/II[eHTI/I(l)I/IKaLII/II/I YAQAJIICHHOTO I10JIb30BATCIIA:

crypto isakmp identity address / hostname / dn

CO CJIeIYIONIMMH MapaMeTpaMu:

address — yCTaHaBIMBaeT UACHTU(DUKATOP aapec MapTHEPA;

hostname — yCTaHaBIMBaeT uaeHTU(UKaTOp hostname mapTHepa;

dn — yCTaHABIMBAET UACHTH(PHUKATOP B BUIE CepTUHUKATA OTKPHITOTO KIIF0Ya,
CO3JIaHHOTO Ha OEJOPYCCKUX aJTOPUTMAX ).

3anaiite napamerpsl 1t ISAKMP xomannoii:

crypto isakmp policy HOMEP IIOJIMTHUKHA

I[anee JJIA I[aHHOﬁ ITIOJIMTHUKU 3aJaK0TCA cneny}omne napaMeTpLI:
hash belt

yKa3aHhe XdUI-aJITOPUTMa, MCIOIb3yeMOro JUIsi KOHTPOJIS ULEJIOCTHOCTH
coobmenuit B pamkax ISAKMP SA Ha Genopycckux ajaroputmax mugppoBaHus;

encryption belt

yKa3aHue aaropuTMa mudpoBaHus COOOIICHUI OEIOPYCCKUMU alTOPUTMaMHU
mudpoBaHUs;

authentication belt-sig

ayTeHTU(UKAIMS ~ OCYIIECTBISIETCS C  HUCHOJIb30BaHHEM  LU(PPOBBIX
ceprudukaroB, coznaHHpix 1o amroputrmy CTb  34.101.45, pre-share
ayTeHTU(UKAIHS OCYIIECTBIISIETCS C MCITOIb30BAHUEM MPEIOTPEACICHHBIX KITFOUEH;

Ipumeyanue: npu coz0anuu npeoonpeoeienHo20 Kdad HeoOXo0uMo 4Ymoodbl OH

coOmeemcmeosanl mpedo8aHuAM 6e30nacHOCmU U UuMel B8blCOKVIO sumponuio. Ilosmomy
peKomeHoyem UCNONb308aMb CKPUN OJisl CO30aHUs NAPOTIsl, BHEOPEHHBIIL 8 CUCTEMY).
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group beltdh

ykazanue rpynnsl uddu-Xemimana, HCIOIB3yeMOTO B paMKaxX MPOTOKOJIA
IKE nns BbIpaOOTKHM KIIFOUEBOTO MaTepualia ¢ OEIOPYCCKHMH aJrOPUTMaMU
muppoBaHUsL.

Co3znaitte Habop npeoOpazoBanuii ais [Psec:

crypto ipsec transform-set M_HABOPA_HPEOBPA.’BOBAHHIZ esp-belt esp-
belt-mac

CO CJICI[yIOH_II/IMI/I HapaMCTpaMI/II
mode tunnel

MapameTp, yCTAHABIMBAIOIINN TYHHEJIBHBIN PEXKUM.

Onummre Tpaduk, KOTOPBIM IUJIaHHpyeTcs 3ammmarh. Jias 3Toro cosgaiite
pacIIMpEeHHbIN CIMCOK JOCTYyNa!

ip access-list extended MMA AKCECCJI/CTA

I[anee HCO6XOI[I/IMO ,Z[O6aBI/ITI> IMpaBHuJIa B CITUCOK OOCTYIIA:

permit ip AHOPECA CETV VCTOYHHMKA AJIPECA CETV HABHAYEHUA

[Tocne Bcex HaCTPOEK HEOOXOAUMO CO3JaTh KPUIITO-KAPTy KOMaHI0M:

crypto map ¥MMA_KPHUIITOKAPTBEl HOMEP ipsec-isakmp

W 3apare B HEW ITapaMeTpshl, ONPEIEIICHHBIC HUXKE.
match address HMA_AKCECCJIMCTA

OCYILECTBIIICT MPUBSA3KY CHHUCKA JOCTyINa K 3alUCU KpunTorpaduyeckoit
KapThl;

set transform-set MM _HABOPA IIPEOBPA30OBAHUHA

yKa3bIBaeT, Kakue HaOOpsl mpeoOpazoBanmii (transform set) moryT

UCIIOJIb30BaThCs C JAHHOM 3aITUChI0 KPUNTOTpaduyeCcKoi KapThl;
set pfs beltdh

YKa3bIBa€T, 4TO Ha CTaJUU COMIAcOBaHMWsA mapamerpoB IPsec nns manHOM
3anmucu Kpunrtorpapuyeckol KapTbl JoJkKHA ObITH 3arpeboBaHa omiusi PFS, B
KOTOpPOM OyIyT HCIOJIB30BaHbl O€IOpycCKUe airoputmbl rpynmnsl  Juddu-

XenamaHa;
set peer AINPEC IIAPTHEPA

ykasbiBaeT [Psec mapTHepa s 3anucu Kpuntorpaguueckoil KapThl.
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Hacrpoiika uarepdeiico
3aiinute B HaCTpOiku nHTEpderica:

interface GigabitEthernet HOMER_MHTEP¢EﬁCA

Bxurouure:

no shutdown

N nobaBbTe HA HETO ajJIpec:

ip address 192.168.2.1 255.255.255.0

J71st IpUBSI3KKM KPUMTO-KAPThl K UHTEp(delicy HAMUIIUTE KOMAaH/Y:

crypto map ¥MMS _KPUIITOKAPTEI

Jna co3manusi vrrp Ha uHTepdeiice HEOOXOAMMO BBIMOJIHUTH CIEASIIUNA HaOOp
KOMAaH]I:

vrrp authentication

3a/1aeT Napojb s ayTeHTU(PUKAIMU akeToB npoTokona VRRP;

vrrp ip

HacTpauBaeT [P-agpec BUPTyaslbHOTO MapuIpyTHU3aTOPA;

vrrp 1ip route

HacTpauBaecT MapIIPyTU3ALUIO BUPTYaJIbHOI'O pOyTepa;

vrrp preempt

paspelaer MapuipyTU3aropy MNEPEXOAUTb B COCTOSAHUE master, €ciau €ero
MIPUOPUTET OYJET BHIIIE, YEM Y TEKYIIIeTro master;

vrrp priority

YCTaHABJIMBACT MPUOPHUTET 11 MAPIIPYTHU3aTOPA;

vrrp sync-group

CUHXPOHU3UPYET COCTOSHUE BUPTYyaAJIbHBIX MapIIPyTHU30TOPOB B I'PYIIIC;

vrrp timers advertise

YCTaHaBIMBAET UHTEPBAI MEK 1y oTnpaBkol VRRP-00bsBIEHMI;

vrrp timers garp

YCTaHABJIMBACT IEPUOAUYECCKUNA HHTEPBAJ, C KOTOPHIM MapIIPyTHU3aTOp,
HaxOSAIIUNCS B COCTOSHUHM master oTmpaniser gratuitous ARP cooOiienus;

vrrp Sstate

YCTaHaBJIMBACT HAYaJIbHOC COCTOSHUE BUPTYaJIbHOI'O MapuUIpyTU3aTOPa,

vrrp track interface

MPOBEPSIET COCTOAHNE UHTep(derica;

vrrp track process

BKJIFOUAET OTCJIC)KUBAHUE COCTOSIHUS Mpolecca U MeHseT coctosiuue VRRP-
MapIIpyTHU3aTOpa B 3aBUCUMOCTH OT CTaryca IpoIEeCCOB.
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Jns nactpoiiku VLAN Ha Hy»kHOM uHTepdeiice He0OX0AMMO BBECTH:

interface GigabitEthernet HOI\E.'P_HHTEPtPEIZCA

W nanee xomanny:
encapsulation dotlQ

ycranaBimuBaeT VLAN ID Ha BeiOpanHoM uHTEpderice.

Ecnu neobxoaumo co3nare GRE unTepdeiic Toraa nuieM KoMaHIy:

interface tunnel HOMEP MHTEP®EJCA

41 JaJice HaCTpaI/IBaCM HCO6XO,Z[I/IMLIC HapaMeprI:
tunnel destination

yCTaHaBIIMBAET aJipec Ha3HaueHUs AJis TyHHenbHoro uurepdeiica GRE;

tunnel source

yCTaHABJIMBAET a/IpeC UCTOUHHUKA JIJIsl TyHHeNnbHOTO nHTepdeiica GRE.

[Tocne Bcex HaCTPOEK BBIMIUTE M3 PeKUMa KOHPUTYpALIMK KOMaH10M:

end
[Ipumeuanne: CMCOK BCEX KOMaHJ ¢ OMTMCAHUEM MOKHO MOCMOTPETh B «PyKOBOACTBO
nosb3oBatens Cisco-like koMaHABD) PacHOIOKEHHON HA HAILIEM caiTe.
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JIucr perucrpanui U3MeHeHHH

Bcero Ne Bxomsmuii Ne
JINCTOB "~ |cONpOBOOUTENBH
Howmepa nuctos (cTpanmin) JIOKyMe POBOL [Monn. | Hara
(cTpanun) v Or0 JIOKyM. U
B JIOKYM. aara
3Mm. aHHYJIMPOBa
M3MEHEHHBIX[3aMEHEHHBIX|HOBBIX
HHBIX
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